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Abstract

Steganography in images has become an important technique for
protecting sensitive information by concealing data within images.
While current techniques offer some levels of security, there is
always a risk of detection or extraction by unauthorized parties. In
this paper, we propose a novel approach to significantly enhance the
security of image steganography by using a secret key as a pointer
to guide the data hiding process. Our proposal introduces a unique
blend of two established techniques: combine the Least Significant
Bit (LSB) and Bit of secret key we designate the least significant bit
of the image pixel according to the secret key bit, thus embedding
the data. This modification adds an additional layer of complexity,
making it difficult for attackers to detect any hidden data. We
provide a detailed algorithm outlining the process of embedding and
extracting data, emphasizing the role of the secret key. The key itself
is encrypted using a secure algorithm, ensuring that even if hidden
data is discovered, decrypting it remains exceedingly challenging.
Experimental results. The result was excellent as the proposed
method increased security without affecting image quality.

KEYWORDS: image, Data, LSB, Data hiding, steganography,
Des secret key, MSE.
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Introduction

People worldwide have shown interest in data hiding techniques due
to the widespread proliferation of computer networks, leading to an
increased focus on data protection. Digital copyright protection,
information security[1], and confidentiality can be achieved through
the use of digital hiding methods. Employing data hiding
mechanisms presents a distinct and intriguing challenge for digital
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forensics analysts. Information transfer heavily relies on data
transmission in current times. The concept of "data hiding™ has
emerged to secure information and ensure its protection from
unauthorized disclosure. Digital data transmission can be executed
over computer networks with minimal errors and often without any
interruptions [2]. The Internet provides a communication platform
for disseminating information widely. Therefore, it is necessary to
maintain the security and safety of data to prevent unauthorized
access and misuse. Both concealment and encryption function as
techniques to hide information by modifying messages to obscure
their content from potential malicious interception. Concealment
and encryption are among the various methods of hiding
information. Concealment involves embedding messages within
unexpected forms of multimedia and is often used for secret
communication between parties already known to each other.
Through this technique, irrelevant or unused components of the
digital medium are replaced with confidential information. The
concept revolves around hiding something by embedding it within
another larger entity in a way that escapes detection by the unaided
eye [3]. Any digital file format can be employed for steganography;
however, formats with high redundancy levels are preferred.
Redundant components of an object are those that can be altered
without immediate detection by other parts of the object. Digital
images serve as the most prevalent cover medium used in
steganography procedures. Steganography capitalizes on the surplus
redundant data often found in digital images to obfuscate the hidden
message. Cryptography serves to obscure the content of data,
rendering it unintelligible to anyone other than the intended
recipient and creator. Steganography can be compared to
encryption's enigmatic sibling. While encryption focuses on
protecting the content within the message, steganography conceals
the existence of the message itself. This distinction is crucial
between the two. Therefore, if communication is encrypted, the
secrecy of both parties may be apparent to the observer any digital
file format can be employed for steganography; however, formats
with high redundancy levels are preferred. Redundant components
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of an object are those that can be altered without immediate
detection by other parts of the object. Digital images serve as the
most prevalent cover medium used in steganography procedures.
Steganography capitalizes on the surplus redundant data often found
in digital images to obfuscate the hidden message. Cryptography
serves to obscure the content of data, rendering it unintelligible to
anyone other than the intended recipient and creator. Steganography
can be compared to encryption's enigmatic sibling. While
encryption focuses on protecting the content within the message,
steganography conceals the existence of the message itself. This
distinction is crucial between the two. Therefore, if communication
is encrypted, the secrecy of both parties may be apparent to the
observer. Steganography works as a technique to hide the existence
of a secret message in a way that prevents any external observer
from discovering that secret communication is taking place. The
principles of data embedding rely on three main principles: capacity,
security, and robustness. The term "capacity" refers to the medium's
ability to store data covertly without changing its complexity.
Security, in the context of embedding algorithms, entails the
impossibility of extracting embedded information without detecting
it through deliberate attacks. Meanwhile, robustness refers to the
cover image's ability to withstand manipulations without revealing
any alterations. Steganography and encryption play a fundamental
role in ensuring the achievement of these principles. Both work as
techniques to conceal data and can be used together without
compromising data integrity. Steganographic systems can
effectively conceal encrypted data [4].Steganography works as a
technique to hide the existence of a secret message in a way that
prevents any external observer from discovering that secret
communication is taking place. The principles of data embedding
rely on three main principles: capacity, security, and robustness. The
term "capacity" refers to the medium’s ability to store data covertly
without changing its complexity. Security, in the context of
embedding algorithms, entails the impossibility of extracting
embedded information without detecting it through deliberate
attacks. Meanwhile, robustness refers to the cover image's ability to
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withstand manipulations without revealing any alterations.
Steganography and encryption play a fundamental role in ensuring
the achievement of these principles. Both work as techniques to
conceal data and can be used together without compromising data
integrity. Steganographic systems can effectively conceal encrypted
data [5].

Literature Review

Rajkumar (2023), proposed A NEW METHOD FOR IMAGE
STEGANOGRAPHY USING THE COMBINATION OF LSB
AND MSB. During this research, an original strategy for
information hiding was proposed. The spatial domain concept was
utilized by manipulating pixel values to conceal and retrieve
information. In this study, the message was embedded using Least
Significant Bits (LSB) of pixels and then extracted using Most
Significant Bits (MSB). In this research, the key was chosen instead
of the least significant bit, which increased security.

. Kh. Abuzanouneh and M. Hadwan (2021) proposed the utilization
of the feature selection methodology combined with a pixel
selection technique for concealing covert messages. To enhance the
complexity of steganalysis, the confidential data is dispersed and
irregularly embedded within the stego-image. The confidential file's
binary sequence encompasses encoded elements, with MPPST
developing a sophisticated key for pinpointing their locations within
the binary sequence. A comparison is conducted between the Least
Significant Bit (LSB) method, an established algorithm in the
domain, and the novel MPPST approach to assess their respective
efficacies.

Sally A. Mahdi a*, Maisa’a A. Khodher (2020) proposed An
Improved Method for Combine (LSB and MSB) Based on Color
Image RGB, This paper presents two techniques that combine the
most significant bit (MSB) as well as the least significant bit (LSB)
based on a color image (24bit for RGB). The presented study
proposes a novel method to combine (LSB and MSB) bits based on
check MSB values and replace bits from LSB with a secret message.
The result of this proposed method that made not affect quality stego
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-image based on the resulting histogram that shows a match between
the cover image and stego- image and more secure because not
hidden in all image. The factors were used Mean Square Error
(MSE), Compute Payload, in addition to Peak Signal to Noise Ratio
(PSNR). The PSNR’s rate is high and MSE is less. The result of this
paper when applying on the different image gives high PSNR of
87.141 and less MSE of 0.00012 when inserting message 80 bits and
reduction value PSNR of 72.023 and MSE of 0.0040 when inserting
message 1200 bits and measure entropy is the same value for cover
image and stego —image then this method is more security for the
attacker.

Steganography in Image

Steganography in image consists of two fields: - Spatial domain
technique and Transform domain technique, where the spatial
domain (image domain) works with the bits in the cover image and
embeds the secret message in this image where it does not affect the
image and the noise is processed. The transform domain (frequency
domain) works to transform the image and manipulate the algorithm

[1].

Image Domain (Spatial Domain Technique)

Spatial domain contains different techniques. These techniques
replace some bits in the image pixel value without changing or
affecting the image to hide information such as less significant bits
It is one of the uncomplicated techniques but gives a good result and
does not affect the image and the modifications of the less
significant bits in the value will be invisible to the human eye. This
technique involves resisting uniform affine transformations
including rotation, scaling and shearing [6].

In general, in LSB methods, hidden information is stored into a
specific position of LSB of image. For this reason, knowing the
retrieval methods, anyone can extract the hidden information. [7].
The Proposed Method

In this paper, a method was applied in which the least significant bit
is one of the encryption key bits as an indicator that determines the
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value that was hidden in the specified color of the pixel, and the
change is to the least significant bit of the color in case the change
is needed, The following steps show implementing the method:

1- Read e the text, image, and key as shown in figures 1.

2-  Generating 16 bits as a key using the Des method image as shown
in figures 2.

3- Distribute the key bits on the image as shown in figures 3.

4- The hiding process as shown in figures 4.

1- The process of reading the text, image, and key

Read The

Convert The Pixel From
Decimal To Binary

Read a Text

Convert It To Binary

Read a Key

Convert The Key To
Binary

Figure 1. The process of reading the text, image, and key
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2 - Generating 16 bits as a key using the Des method

Read The Key

Select 10 Bits From
Key

Prementaion 10
P10=3 527 4 10 1

5 Bit 5 Bit

Shift Left 1 Shift Left 1
SL-1 SL-1
P8=6 374851009
Key 1
== =]
Key 2
<€

Figure 2. Generating 16 bits as a key
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3- The process of distributing the key bits on the image

Combine With Least Bit In
Xc Pixel

Applay The Hide
Algorithm

size image

Figure 3. Distributing the key bits on the image
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4- The hiding process

Select First Bit From
The Pixel and bit
From Key PutIn M

Read First Bit
From Text

If Bit=1

Add 1 In 10 Add 1 In 00
Sub 1 In 01 Sub 1 In 11

Represent By

Represent By
0 1

Figure 4. The hiding process

10 Copyright © ISTJ A gina auball (5 i
Ayl g o shell 40 sal) dlaall



International Scienceand ~ VOlumMe 34 aad) g g ol iyt i ) <
_Technology Journal Part 2 “3. Al et ks e Trchmegs demrnet
A8l g a glall 4] gal) Alaall July 2024 585 I S r -I /

£2024/7 /20 :f s ghsall o W dS aiy  a2024/ 6 /23:f M 4B s a3

Effective Reduction Methods Factor

Measuring image quality requires comparing the results of the cover
image and the stealth image and the commonly used metrics
(maximum signal-to-noise ratio, mean square error, and payload).
Mean Square Error (MSE):- It is a measure between the cover
image and the stealth image. C(X, y) and S(X, y) are calculated using
the following equation:

MSE =% [C(x, y)—S(x, y)]2/xxy

Where x is the number of rows and y is the number of columns
within the cover image.

Evaluation and Result

The proposed method has been used MSE factor to evaluate
between the cover image and stego image and implement this
method in language matlab2021b.

Fig.5.a, Fig.5.b and Fig.5.c show the cover images with its stego
images. The MSE values have been shown between original cover
images and stego images and their histogram also shown.

image imhist imhist imhist
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The MSE is 0.006652

Figure 5-a. Image & histogram before &after hiding
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Image Imhist Imhist imhist
before ’
after
The MSE is 0.0116
Figure 5-b. Image & histogram before &after hiding
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The MSE is 0.00195
Figure 5-c. Image & histogram before &after hiding
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Discussion

In this paragraph, the results are discussed, as the data was
hidden in a set of images using the proposed method, and the results
were excellent, as the image in Figure 5-a was seen by the naked
eye without change before and after hiding, as the HISTOGRAM
for the three colors was unchanged, and the MSE = 0.006652.
Likewise, the image in Figure 5b, we notice that there is no change
in the original image and the image after hiding and the
HISTOGRAM for the three colors was unchanged and the MSE =
0.0116, and in Figure 5-c, we notice that there is no change in the
original image and the image after hiding and the HISTOGRAM for

the three colors was unchanged and the MSE = 0.00195 . The

results of Rajkumar (2023), "A NEW METHOD FOR IMAGE
STEGANOGRAPHY USING THE COMBINATION OF LSB

AND MSB", study for image 1 were mse= 0.0071 and also
for image 2 mse=0.0044 and thus the proposed method is
considered to have excellent results with increased
security using the secret key[1].

Conclusion and Future Work

In this paper, a new approach to image hiding is presented. This is
done by using a secret key to represent the data and thus increasing
the effectiveness. In addition, in case of knowing the algorithm, the
data cannot be extracted without knowing the secret key. The MSE
values were also calculated and the results show that this method is
effective. We recommend a method to extract meanings from the
password to determine the addresses. Thus, even in the case of
discovering the password, the message cannot be extracted unless
knowing what the meaning refers to
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